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PURPOSE

QEC recognises and respects every person’s right to privacy, dignity and confidentiality. This policy
outlines QEC's commitment to protect the privacy of health, personal and sensitive information of
families and employees

PURPOSE IN CHILD’S VOICE
QEC is careful with my information.

SCOPE
This policy applies to all QEC employees.

DEFINITIONS
Client - any individual admitted to any of QEC's programs. A client record is created for all admitted
clients.

Artificial Intelligence (Al) - is an umbrella term that describes the way technology simulates human
learning, comprehension, problem solving, decision making, creativity and autonomy.

e Generative Al (gen Al) - (such as Chat GPT) creates original content (such as text, images,
video, audio or software code) in response to a user’s prompt.

e Predictive Al - finds data patterns to forecast future outcomes.

Employee refers to a person employed by the Queen Elizabeth Centre (QEC) including students,
volunteers casuals and contractors.

Freedom of Information - The Victorian Freedom of Information Act 1982 gives consumers the right to
request information held by Public Hospitals. The Act gives consumers the right to access documents
about their personal information and the activities of government agencies along with the right to
request that incorrect or misleading information held by QEC may be amended or removed.

Health information - Information or opinion about a person’s physical, mental or psychological health
or disability that is also personal information. This includes information or opinion about a person'’s
health status and medical history.

Health Privacy Principles apply to health information collected and handled in Victoria by the Victorian
public sector and the private sector.

Health Records Act 2001 (Vic) protects the privacy of individuals’ health information. It regulates the
collection and handling of health information.

Information Privacy Principles - The 10 Information Privacy Principles are the core privacy law in
Victoria and set out the minimum standard for how Victorian public sector bodies manage personal
information.

Office of the Victorian Information Commissioner (OVIC) - Independent regulator with combined
oversight of information access, information privacy and data protection.
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Personal information - Recorded information or opinion, whether true or not, about a person whose
identity is apparent, or can reasonably be ascertained, from the information. The information or
opinion can be recorded in any form.

Privacy is a human right and information privacy (being the protection of personal information) is a key
aspect of this right.

Privacy and Data Protection Act 2014 (Vic) (PDP Act) provides for the regulation of information privacy,
protective data security, and law enforcement data security to undertake research, issue reports,
guidelines and other materials with regard to information privacy (excluding health information).

QEC Privacy Officer - QEC has a designated person within an organisation that is responsible for
overseeing all ongoing activities related to the development, implementation, maintenance, and
adherence to QEC's policies and procedures relating to privacy, access, and patient health
information in compliance with legislation.

Sensitive information means information or opinion (that is also personal information) about a person'’s
racial or ethnic origin, political opinions, religion, philosophical beliefs, sexual preferences or
practices, membership of a political association, professional/trade association or trade union, or an
individual’s criminal record.

Subpoena - A legal document that commands a person or entity to testify as a witness at a specified
time and place (at a deposition, trial, or other hearing), and/or to produce documents or other
tangible objects in a legal proceeding.

POLICY STATEMENT

QEC is committed to complying with the relevant privacy legislation including the:
e Privacy and Data Protection Act 2014 (Vic) and its 10 Information Privacy Principles
e Health Records Act 2001 (Vic) and its 11 Health Privacy Principles.

QEC seeks to uphold the highest standard of privacy by:
e Protecting a client’s right to privacy
e Creating an environment in which clients are confident that their rights are protected
e Guiding the fair and responsible handling of client information
e Protecting the privacy of information
e Providing individuals with a right of access to their own information.

PRINCIPLES

This Privacy Policy is based on the 10 Information Privacy Principles (IPPs) which are the core of privacy
law in Victoria and set out the minimum standard for how Victorian public sector bodies should
manage personal information.

The IPPs are contained in Schedule 1 of the Privacy and Data Protection Act 2014 (Vic) and are
available at: https://ovic.vic.gov.au/wp-content/uploads/2018/07/Guidelines-to-the-IPPs-2011.pdf.
Each principle is detailed below.

Principle 1: Collection of Data
QEC collects a variety of information required to provide services and holistic care to our clients. The
type of information collected includes:

e Name

e Contact details

e Date of birth

e Marital status
e Family details - including information about an individual’s next of kin
e Health and medical details
e Medicare number
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QEC will not collect information about an individual unless it is necessary for client care and/or:
e The individual has provided consent
e The information is necessary to providing care and the person is unable to provide consent
e The information is necessary to prevent or lessen a serious and imminent threat to the life,
health, safety or welfare of any individual, or a serious threat to public health, public safety or
public welfare
e QEC isrequired to collect the information by law.

When QEC collects information from an individual, QEC employees will inform the individual:
e The reason why QEC is collecting this information and the purpose for which the information is
collected.
¢ How this information can be accessed
e To whom QEC shares information with and the procedure for sharing information
e The main consequences (if any) for the individual if all or part of the information is not provided
e The identity of QEC and how to contact us.

On admission the individual is provided with QEC's 'Privacy and You' brochure that details this
information.

Principle 2: Use and Disclosure of Data
QEC only uses and discloses information for the primary purpose for which it was collected or a
related secondary purpose. This includes:

e Assessing eligibility and access to our services.

e Adapting services to meet family needs

e Seeking family feedback

e Clinical follow up following service delivery (during and after discharge).

QEC will only disclose information to third parties without the individuals consent, in the following
circumstances (see 1.6.1 Information Sharing for more information):
e Sharing information will prevent or minimise serious and imminent harm to the individual or
others
e Where the use or disclosure is required by law.

If QEC uses or discloses information where consent is required, without obtaining this consent, this is
considered a Privacy Breach. Privacy Breaches are reportable to the Department of Families, Fairness
and Housing (DFFH), which has defined processes to follow.

This policy recognises that family information held by QEC may be sensitive. Where an employee has
any concerns about a use and disclosure of data they should speak to their manager or QEC Privacy
officer.

Principle 3: Data Quality
QEC is committed to ensuring that the information it holds is accurate, complete and up to date.
Training and audits are conducted regularly to support this.

Principle 4: Data Security (and Data Retention)

This principle contains two distinct obligations. The first deals with data security, requiring
organisations to protect information they hold. The second deals with the disposal of data, requiring
organisations to destroy or de-identify information they no longer need.

In relation to data security, QEC:
e s committed to protecting the information it holds and will implement measures to protect
your information from misuse, unauthorised access, change or disclosure
e Will destroy or permanently de-identify information when we no longer need it or it is no
longer required to be kept for legal purposes
e Will take reasonable steps to protect the security of your information.
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Data Breaches
QEC is required to report all client related privacy breaches to the department within one business
day of becoming aware of this. See 1.2.22 Incident Management for more information. The Privacy
Amendment (Notifiable Data Breaches) Act 2017, requires QEC to let the impacted clients know if any
of the following have occurred:

e Unauthorised access to or disclosure of client information

e lfclientinformation is lost and unauthorised access or disclosure is likely to occur
e Ifthere is reasonable chance that this could cause serious harm, which could include physical,
physiological, emotional, economic or reputational harm.

If a data breach occurs the Privacy Officer will be informed and in consultation with QEC Director of
Services and Operations will report the breach via: https://www.oaic.gov.au/privacy/notifiable-data-
breaches/ if appropriate.

Principle 5: Openness
QEC has a written statement about its collection and management of | information. The brochure
"Your Privacy is provided to all families engaged with QEC services.

Principle 6: Access and Correction of Data

Clients have the right to seek access to their own information held by QEC. The FOI Act is the primary
mechanism for access to and correction of information held by QEC. A freedom of information (FOI)
request can be completed by accessing the following: http://www.qgec.org.au/privacy-policy. Refer
1.6.1 Information Sharing Procedure.

If the client is able to establish that the information held about them is not accurate, complete or up to
date, then QEC will take reasonable steps to correct the information. QEC may correct health
information about an individual so that it is accurate, however will not delete the information in
accordance with the Victorian Health Records Act, even if it is inaccurate.

Principle 7: Unique Identifiers
QEC assigns unique identifiers to all clients admitted to any of the QEC Programs. The assignment of
identifiers is necessary to enable QEC to carry out its functions efficiently.

Individuals accessing QEC programs may also have a separate external Individual Health Identifier
(IHI), such as identifier related to their My Health Record. QEC does not currently have a process for
accessing My Health Record or using external Individual Health Identifiers (IHI).

Principle 8: Anonymity
Wherever lawful and practicable QEC will provide individuals with the option of non-identifying
themselves.

Principle 9: Trans Border Data Flows
QEC will only transfer information outside of Victoria if that data transfer conforms to the reasons and
conditions outlined in the Act.

Principle 10: Sensitive Information

QEC will only collect sensitive information if:

The individual gives consent

Required or authorised under law

e Necessary to lessen or prevent a serious threat to the life or health of any individual
e Necessary for legal or equitable claims.

In addition to these Information Privacy Principles, QEC also complies with the following additional
principles from the Health Records Act 2001:
e HPP 10 - Transfer or closure of the practice of a health service provider
e HPP 11 - Making information available to another health service provider (see 1.6.1 Information
Sharing and 1.6.2 Consent).

©Queen Elizabeth Centre 2025 - not to be reproduced or reused without permission Uncontrolled if downloaded
Policy Location: StaffPortal/Policies and Procedures/1.6 Privacy Policy Page 4 of 6


https://www.oaic.gov.au/privacy/notifiable-data-breaches/
https://www.oaic.gov.au/privacy/notifiable-data-breaches/
http://www.qec.org.au/privacy-policy.%20Refer%201.6.1
http://www.qec.org.au/privacy-policy.%20Refer%201.6.1

QEC will comply with any lawful and reasonable requests for information from statutory bodies.

Artificial Intelligence and Privacy

Ensuring that individuals’ privacy rights are upheld in the context of an Al system is crucial. The above
Privacy Principles apply to all information entered into or developed by gen Al (including but not
limited to ChatGPT or Microsoft Copilot).

The use of Al systems can carry significant risks to the security of personal information, given the large
amounts of data processed by, and often required to train, an Al system.

The Victorian Department of Health and Safer Care Victoria do not support the clinical application of
generative artificial intelligence software (that is not listed on the Therapeutic Good Administration’s
Australian Register of Therapeutic Goods) - clinical application is defined as the application of

generative Al that influences, advises, or impacts the clinical decision making and/or delivery of care.

QEC adopts Safer Care Victoria recommendations that:
e Unregulated generative Al is not used in cases where the outcome will directly, or indirectly,

impact the quality and safety of care provided to patients and consumers.

e Generative Al is not used for sensitive information - any use must conform to the requirements
in the Privacy Act 1988 and Health Records Act 2001.

e Generative Al is only used in the support of and to inform "human” led tasks, never to replace
them - any outputs generated by Al should be reviewed and validated.

In line with Australian Government policy, the use of DeepSeek is not permitted in any circumstances
and may not be installed onto any QEC device.
Employees must not use ChatGPT (or similar gen Al products) for:
e Personal or health information of families, employees or others
e Sensitive corporate information
e Formulating decisions, undertaking assessments, or other actions that have consequences for
families.

Site Security and Privacy

To assist with maintaining the safety and security of QEC's Noble Park site, CCTV (closed-circuit
television) video surveillance cameras are installed in various outdoor areas of the site (including by
the front entrance doors, to assist with managing after hours visitors via intercom) and in shared
common indoor areas across the site. Employees, families and visitors are notified via signage across
the site that CCTV is in operation. CCTV recorded footage is managed securely by QEC, in order to
maintain privacy all persons onsite.

RELATED QEC DOCUMENTS
e 1.2.1 Admissions
e 1.2.1 Appendix 5 - Your Privacy (information sheet)
e 1.2.22 Incident Management
e 1.4.2 Client Feedback
1.6.1 Information Sharing
e 1.6.2Consent
e 1.6.2 Appendix 1 - Media Release Agreement
e 4.3.2 Corporate Records Management
e 4.3.3 Client Records Management

RELATED LEGISLATION AND EXTERNAL DOCUMENTS
e Healthcare Identifiers Act 2010 (Cth)
e Privacy Act 1988 (Cth)
e Health Complaints Act 2016 (Vic)
e Health Records Act 2001 (Vic)
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Health Records Regulations 2012 (Vic)

Privacy and Data Protection Act 2014 (Vic)
Freedom of Information Act 1982 (Cth)

Provider 2002 (Vic)

Service Guidance.pdf

Health Services (Conciliation and Review) Act 1987 (Vic)

Charter of Human Rights and Responsibilities Act 2006 (Vic)

Statutory Guidelines on Research 2002 (Vic)

The Privacy Amendment (Notifiable Data Breaches) Act 2017 (Vic)

Statutory Guidelines on Transfer or Closure of the Practice or Business of a Health Service

Artificial Intelligence - Understanding Privacy Obligations (OVIC, 2024)
Safer Care Victoria Generative Artificial Intelligence and Local Governance Models - Health

PERFORMANCE MEASURES

Privacy related incidents via clinical governance processes

KEY WORDS

Privacy, freedom of information, information shari
Al, Artificial Intelligence

ng, privacy principles, consent, data, identifiers.

APPENDICES
None.

DOCUMENT HISTORY

Date Summary of Purpose/Changes

Document Created: Prior to 2017 N/A

Reviewed: 26/03/2020 One addition has been made to incorporate
legislative requirements about complying with
statutory bodies.

Reviewed: 26/04/2022 Additional information added clarifying that QEC
does not currently use external individual
healthcare identifiers or have process for access My
Health Record.

Reviewed: 20/02/2025 Addition of sections Artificial Intelligence and
Privacy & Site Security and Privacy.
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